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Online Safety

Newsletter

Welcome to our spring version of our online safety newsletter where we hope to keep you up-to-

date with all the latest online safety news.

Recommended

The safest apps for children to use are the educational ones

we use in school. As a school we subscribe meaning your

children gain free access to apps and websites which are

fun, safe and educational. You can find all our school sub-

scriptions on our website here:

Apps and Websites — Bells Farm Primary School

This image is taken from the National Online Safety website who have a new app designed to offer advice

staying safe online:

National Online Safety Mobile App
It's time to get #OnlineSafetySavvy.

Children are spending more time than ever online. As adults, we need to do everything
we can to keep them safe in the digital world. But with new apps, games and
platforms emerging every day, how can you stay in the know?

Say hello to the new National Online Safety mobile application. Created by experts, developed by us.
With all online safety knowledge available at your fingertips, the NOS app empowers parents and
teachers to understand and address online safeguarding risks - any time, anywhere.

The world's most comprehensive online safety app, it's packed with insightful courses, explainer
videos, webinars and guides on topics that will help you protect the kids you care about
when they're online.

£ Download on the
[ ¢ App Store

Know your age restrictions:

GETITON
» Google Play

Instagram Twitter

13 years + 13 years +

Top three websites for this issue:

CEOP Education (thinkuknow.co.uk)
Smiling Mind

Online safety quides and resources centre Internet Matters

If you are concerned about online safety issues,
please contact Miss Williams (Online Safety Coordi-
nator) using teacher@bellsfrm.bham.sch.uk or make

an appointment through the school office.

Facebook

® B0 O O

13 years +

WhatsApp TikTok

13 years + 13 years +



https://www.bellsfarm.org/apps-and-websites/
https://www.thinkuknow.co.uk/
https://www.smilingmind.com.au/
https://www.internetmatters.org/resources/
mailto:teacher@bellsfrm.bham.sch.uk
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THE INTERNET iS ADDICTINE @Q PRO-SOCIAL BEHAWbUR .

Apps and sites use sophisticated algorithms and j A huge positive for the internet is how it helﬁs
clever marketing to keep us engaged, while \ people to feel connected and makes being kind
notifications to our devices are designed to draw > and helpful easy to spread. When young people
us back in. It’s no wonder that people continually %et involved in pro-social behaviours online,
return to the dic_zi!ul world, sometimes spending it creates a positive feedback loop which @a
Ionq(feriods of time there. You and your child makes them feel good. Show your child
could trial turning off notifications on certain examples of when you’ve done or said
apps and instead agree a time to check for > & — something Eositive online, and praise and
updates manually. m y encourage them when they do the same.

= e N g :
BEWARE THE DARK SIDE @ . BE A GOOD ROLE MODEL @

Getting a hurtful or unhelpful comment on social 3 3 One of the best things we can do as trusted adults
mediaorina group chat can make the recipient 5 is to role model positive online behaviour. Just

feel publicly shamed. That's painful for anyone > letting your child see that you know when it’s

- but especially for a zloun person whose time to put your phone away and do something
status in a group is integral to their sense of more productive can set a strong example.

identity. Encourage your child to think about Some families set aside particular times of

the best and safest way to send a message: the week (such as mealtimes or a family ?
for example, doing it as a private ' walk) where digital devices aren’t allowed é
message rather than a public post. v ) ' and conversation takes precedence. {

—

HAQMFUL INTERACTIONS | SHOW COMPASSION ‘

Unfortunately, it's very easy to send a hurtful 3 Mistakes can feel much bigger online, because
messuge or to spread gossip and rumours online. . Jiiae they’re so public. If a young person does or says

We all know this happens regularly. Not having N something regrettable on the internet, it's
to deal with actually seeing the other person’s important to support them to forgive themselves,
distress usually doesn’t help people to make a 4 - > i learn any lessons and move forward positively.
positive decision in the moment. It's important > \ Even as adults, we can often stumble when

that trusted adults help children to visualise & < - learning how things work in the fast-moving

the potential consequences and have ; digital world, so it’s important to have ,
empathy for others. (}. Ny compassion for ourselves, too.

This information is taken from the National Online Safety website. This website offers parent guides for many of the lat-

est concerns about children in the online world. Each half term we will provide you with the most important ones which

are appropriate for our children. There are many more available at: National Online Safety Keeping Children Safe



https://nationalonlinesafety.com/

Instagram
‘ O e * 8 reecy

e —— PRIVATE ACCOUNT: when this is on, only
E followers can see your posts and stories and
— you have to approve followers
(recommended: on)

— allows you to control who can tag you,
e comment on your posts, mention you in
their story and control your story audience

You can also restrict, block or report a user by
clicking on their profile and selecting the three
dots in the top right.

You can also remove a follower using this
method.

atsApp
.W‘ @ C Al

== PROFILE PHOTO AND STATUS: You can change
ol who can see a profile photo and status
(recommended: my contacts)

GROUPS: allows you to stop a contact being - .
able to add you to groups (recommended for CONTACT: decide who can message you and send you snaps
e when a friend adds you without permission) (recommended: my friends)

BLOCKED: can add a contact to a blocked list VIEW MY STORY: restrict who can see your story (recommended: my
s0 they can’t message you. friends)

GHOST MODE: if this isn't on, contacts can see your location on a map

You can also block or report a contact/ i dod: on)

number by clicking on the chat with them, You can also block or report a user by locating

clicking on their number/name at the top their contact, tapping and holding their name
then scrolling down! and clicking more
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Digital Council Assembly

Friday 8th February was Safer Internet Day and our Digital Coun-
cil presented an assembly relating to this years theme:

Exploring Respect and Relationships Online. They presented

confidently and all the children learnt something new.

All classes take part in regular online safety lessons. All classes
had a lesson during Safer Internet week. You can find more in-

formation on our class blogs.

Year 3 Bluebirds: Copyright and Ownership
Mrs Parry told the children the following statement: Just because I have a copy of an image or song that does not mean it
is mine. The children then talked about ifthey thought this was true or not.

They looked at Yusuf and Ayra’s work and talked about if that work belonged to
them or if it belonged to anyone who had a copy. As Ayra had worked so hard on
her picture, it means that it belongs to her only and if you wanted a copy then you
would need to ask.

The class watched a video about two characters that were disagreeing about who

owned a picture, both felt they had created the picture on the computer. The

children came up with ideas to help them solve this problem. First the children

talked about having a name on the image. When no name could be found, the char-

acters looked at other ways to prove who owned the work. They came up with looking at a folder on the computer to see
whose folder it was in. Like the character in the video, the children all save their work in a folder with their name on.

Year I Robins: Limiting Screen Time
Robins are super Digital Citizens who care very much about online safety. On Internet Safety Day they discussed the
importance of looking after their health and wellbeing.
First we talked about what electronic devices we used. Examples include:
Smart Watch
Nintendo Switch, PS4t or Xbox.

Tablet computer / iPad, Personal Computer or Laptop

Smart Speaker such as Alexa
Parents’ mobile phone.
When thinking about the effects of spending too much time on an electronic device the class came up with the following:
e Sammy and Andrew - Spending too much on your Xbox or PlayStation means you might stay up too late and not
get enough sleep. Sleep is important for your health.
Imogen — If you spend too much time watching TV or on the computer it might mean you spend less time with your
friends. It means you could lose your friends!
e Hollie and Amelie — Too much time on electronic devices could be bad for your eyesight.
Many in the class also pointed out if you spend too much time on electronics then you are not getting enough exercise to
stay healthy.



https://www.bellsfarm.org/digital-council-assembly/
https://year3.bellsfarm.org/wp-content/uploads/2022/02/DSCF0148-scaled.jpg

It can be challenging for parents and carers to know whether children
0o much time on their devices. Furthermore, it's even

are spendmﬁen
more of a challenge to know whether a chi

is addicted to the internet

and social media. As technology is becoming more pervasive, children
and young people are experiencing tech - related dependencies. Do

we as parents and carers have the knowledge to identify and support
children and young people who may be developing an addiction to

SMARTPHONE ADDICTION
IS ARECOGNISED HEALTH
CONDITION

Children as young as 13 are attending ‘smartphone
rehab’ following growing concerns over screen time.
There are now help centers in the UK which deal with
screen addiction for children and adults showing the
i of device addi

ITCAN CAUSE SLEEP \
ATION )

7 out of 10 children said they had missed out on sleep
because of their online habits and 60% said they had
neglected school work as a result. It is important that
children get the sleep they need in order to focus the

next day.

LIMIT SCREEN TIME

In today's digital age, technology is an important
part of a child’s development so completely banning
them from their device will mean they are missing out
on a lot, including conversations and communication
with their friends. Rather than banning them from
using their devices, we suggest setting a screen time
limit. Work out what you think is a suitable and healthy
amount of time for your child to be on their device
per week. Remember that your child may need to use
devices for their school homework so only set screen
al time on their device. Once you
have established this, have the conversation with them to
discuss why you are implementing a screen limit. There will
be others in your child’s friendship group who will not have
screen limits set and will be sending messages when they
do not have access to their phones.

limits on recreati

ENCOURAGE ALTERNATIVE
ACTIVITIES

It may seem like an obvious solution, but encouraging
children to play with their friends, read a book, or playing
outdoors will help them realise they can have fun without

their device. Playing football, trampolining, camping,
going for a walk or swimming are all healthy replacements

for screen time. Try to join them in their
outdoor activities to show your support.

https://www.Independent.co.uk

their devices?

of parents

said they thou?ht thelr
children spent foo much
time in front of screens

need fo know about

SCREEN ADDICTION

CONFIDENCE, SUPPORT &
ACCEPTANCE

APPS CAN BE ADDICTIVE

Apps have been designed with psy:hologkal tricks’ to
g your One P

The Children’s Commissioner report ‘Life in Likes,
how children aged 8-11 are using social media today. It
showed that children are using their devices to speak to
their online friends about their problems and seek
acceptance and support, removing face to face
interactions.

LOSS OF INTEREST IN
OTHERTHINGS

Your child may b less d in anything that
does not include their device. You may notice that your
child is missing school time and generally being less
d with other i in the home. It is important
to discuss this with your child as soon as you notice a
behaviour change.

LEAD BY EXAMPLE

Children model their behavior on their peers, so if their
parents are constantly on their device, they will see this as
acceptable. Try limiting your own screen time and follow
the same rules you have set for them. If you have asked
your child to not use their device at the table, make sure
you don’t. Try setting house rules that the whole family
abide by.

LESSTIME MEANS LESS
EXPOSURE

There are many risks associated with devices, such as
cyberbullying, grooming, sexting, viewing inappropriate
content etc. Less time spent on a screen means that a child
will be less exposed to these risks.

MOBILE-FREE MEALTIMES

Have you tried to settle your child by giving them a tablet
at the dinner table or restaurant? This may seem like a
quick fix to calm them down but in reality, it is encouraging
them to use their device as a distraction from conversation
and dealing with their emotions. We suggest removing all
technology from the dinner table and having conversations
with your family about how their day has been.

n and Parents: Media Use and Attitudes Report 2017: https://www.ofcom.org.uk

rs-keep-us-addicted.to-our.smartphones

httpz/uk. buslnesslnsldev(om/'mw -app-develope:
Journal of Youth Studies: https://www.mirror.co.uk/tech/one-five-kids-losing-sleep-9653:
University of Leeds: https:/imedhaalthleeds.sc uk/news/article/1296/1ack. of SIecp. damaglnq for_children

National
Online
Safety

y keep
of this is on lhe app Snapchat, where you can gain
‘streaks’ when interacting with your friends. If you don't
respond, you lose the streak. This addictive nature of
apps aims to engage children and keep them coming
ck for more.

REMOVE DEVICES FROM
THEIR BEDROOM

Setting a rule about removing devices from bedrooms will
help your child to get the sleep they need and be more
focussed the next day at school. 20% of teenagers said that
they wake up to check their social network accounts on
their devices. Even by having a device switched off in their
bedroom, they may be tempted to check for notifications.

530/0 of children aged 3'4

go online for nearly 8IS a week

790/0 of children aged 5'7

go online for nearly 9h I'S a week

940/0 of children aged 8'1 1

go online for nearly 13.5hrs aweek

99% of childrenaged 12-15

go online for nearly 21 hrs aweek

A whole school community approach to online safety

www.nationalonlinesafety.com

Email us at hello@nationalonlinesafety.com or call us on 0800 368 8061
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This Online Safety Newsletter has been written by the Digital Council to inform you and

your child about the dangers of TikTok, how you can prevent those dangers and replace-

ments for TikTok.

Who is TikTol itable for pri hildren?

TikTok is widely known for their poor security measures. This is because the app is not end-
to-end encrypted meaning a hacker could easily alter the settings to their own accordance.

This is why several countries have banned TikTok. Also, TikTok can have some

TiIkTOK

inappropriate trends which can be dangerous or may mean shorter attention spans and not being able to focus in class.

Growth and Users

Over 1 billion people use the 13+ rated TikTok globally.

20.83% of the world use TikTok daily (that’s more than
YouTube users!) This means many people use TikTok,

including those who are underage.

Residential Mode

Residential mode restricts your child from watching
inappropriate content. This can be vital for your child as
some videos can be very dangerous or have a negative

impact.

Here are 5 easy steps on how to put residential mode on

TikTok if you believe it is suitable for your child:

1. Click the profile icon in the bottom-right corner of
your screen.

2. Click the three dots (...) in the top-right corner.

3. Under the section labelled “general”, click “Digital
Wellbeing”.
Click restricted mode.

5. Click enable restricted mode and you’re donel!

Substitutions

Grom Social Network For Kids is an amazing substitute for
Tiktok. It is childfriendly with an amazing anti-bullying
slant. Inappropriate content or behaviour is identified by
digital features and a cast of Grom helpers. The companion
app, Mamabear, allows parents to monitor their child’s
activity on Grom Social. Grom Social enables children to

connect, create and explore in a safe social network!
)

Addiction

There are several points on why TikTok is not recommended
for under 13s. Firstly, TikTok can be extremely addictive
because of the scroll feature, this causes people to not want
to exit the app. This means TikTok’s average spent time is
roughly 52 minutes while, for example, YouTube’s is only 19
minutes. That’s almost 3 times the amount of time spent on
YouTube! If children are worried about being addicted to
social media or gaming they must talk to a trusted adult
and ask for support. If you are worried about your child

speak to someone at school or email Miss Williams.

Many thanks
to the
Digital

Council




